
OAuth for Service-to-Service Setup 
 

Azure Active Directory Setup 

Opening Active Directory 
Navigate to https://portal.azure.com. Then once logged in, click Azure Active Directory 

 

 

 

 

 

The next screen you will see, shows all the main 

options for active directory.  Mid way down there 

should be an option for App Registrations.  Click 

that option. 

 

 

 

 

 

 

 

 

 

 

https://portal.azure.com/


App Registrations 
Once in App registrations, click “New 

Registration”.  Then enter the display name for 

your app.   

 

 

 

 

 

The only option you may want to change is the 

“account type” but all other options can be left as 

default.  Note: some tutorials/guides show the redirect 

set, I have found it best to leave blank unless there is a 

specific need.  Once all done filling in the name and 

account type, click register. 

 

 

 
 

 

 

 

Client ID 
Now the app is registered (created) in 

Active Directory.  Copy the “Application 

(client) ID for use later.  Think of it as 

your username      .  Next click the “Cert 

& Secrets” option on the left menu. 

 

 

 

 

 

 



Certificates & Secrets 
You will be brought into the 

section that setups up the secret 

(password) for the app access.  

Click “New Client Secret” 

Fill in the description and set how 

long before the secret expires.   

 

 

 

 

You will have to refresh the secret before the time period end for 

the app to continue to have access.  The secret should not be hard 

coded in the app. 

 

 

 

Once the secret is created, you only have one chance to copy the Value (password) before it will mask it 

permanently.  Save this with you client id.  

 

 

 

 

 

 

 

 



API Permissions 
Next you need to give your app 

permissions to access Business 

Central.  Select the API permission 

option from the menu on the left.  

Then click Add a permission. 

 

 

 

 

 

 

 

 

Select Business Central 

 

 

 

 

 

 

 

 

Then pick Application 

permission.   

 

 

 

 

 

 



 

The next screen allows you 

to select what in BC the app 

has permissions to.  

 

 

 

 

 

 

 Select the bottom 2 option, 

API.ReadWrite.All and 

Automation.ReadWrite.All.   

 

 

Then click Add permissions 

at the bottom 

 

 

Grant Admin 

Consent 

Next click grant 

admin consent  

 

 

 

 

 

 

 

 

 



Your screen should now look like this. 

 

 

This completes the Active Directory Setup for OAuth.  At this point you have only allowed access to your 

tenant, not access into Business Central.  The next part will take you through the steps necessary to 

allow access into the application.  To setup this part, you will need to be a licensed Business Central 

user. 

 

 

 

 

 

 

 

 

 

 

 

 



Business Central Setup 
 

Azure Active Directory Applications 
Open BC and search for Azure Active Directory Applications 

 

New OAuth App Connection 
You should see a list of all App 

that have been setup 

previously. Click New. 

 

 

 

 

 

You should see this 

screen.  Fill in the Client 

ID with the value from 

the previous steps in 

Azure Active Directory 

App Registration.  Also fill 

in a description for 

display in BC. 



Next select enabled and answer yes for it to create a 

user.  

 

 

 

Your connection 

page should now 

look like this. 

 

 

 

 

 

 

Permissions 
Setup the users groups for permissions in BC.  The following 3 are all you should need for full 

permissions.  DO NOT ADD SUPER or this will not all the connection to work.  If you want to allow more 

access than just one company, clear the value in company name.   

All setups should be complete now for the app to access BC APIs using the client id and secret for OAuth.  

Outside access using the token and secret create will now allow use of the standard and custom APIs.  

To test the OAuth was created correctly, please read through the next section and test an API. 



Testing the setup worked 
Now that the setup is complete you will need to verify it all works.  You can use what ever feel most 

comfortable with using the reference urls below 

API Reference 
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/ 

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-

itpro/administration/automation-apis-using-s2s-authentication 

https://github.com/microsoft/BCTech/tree/master/samples/VSCRestClientOAuthBCAccess 

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-

reference/v2.0/resources/dynamics_customer 

 

VScode 
If you don’t have a familiar tool VSCode can easily be used and 

installed.  After downloading and installing VSCode, open the 

application 

 

 

 

VScode Rest Client extension 
Install the Rest Client extension for API calls 

from a plain text file. 

 

 

 

 

 

 

Once installed then open a folder and create a new .rest file or use the example below 

 

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/automation-apis-using-s2s-authentication
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/automation-apis-using-s2s-authentication
https://github.com/microsoft/BCTech/tree/master/samples/VSCRestClientOAuthBCAccess
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/resources/dynamics_customer
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/resources/dynamics_customer


Sample BC OAuth Rest file for VScode 

TestOAuthConnecti

on.rest
 

 

How to use Rest file for VScode 
Update the file with your tenant, client id, and secret you obtained from the pervious steps.  Once 

entered you can attempt to get the token. 

 

Getting the token 

Click “Send Request” 

below line 20 

 

 

 

 

 

 

 

 

If the azure active directory setup was successful then you should 

have received a response 200 with a token. 

 

 

 

 

 

 

 

 



Getting company id 

Next you need to get 

the company id for 

using in an API call 

later.  Click the “Send 

Request” below linw 

37.  This will use the 

token obtained 

earlier and get the 

list of available 

companies. 

 

 

 

 If you do not get another response of 200, then check 

your Business Central setup. 

 

 

 

 

Getting an entity (Customer API) 

You can proceed calling any API endpoint, in this example we call the customers api.  Click the “Send 

Request” below linw 37.  This will use the token and the first company obtained earlier to get the list of 

customers.   

 

Following all the previous steps you can be sure the 

authorization setup was completed.  Thank you for 

reading. 



Sample Code from File 
 

########################################################################## 

############# Enter your information in this section 

########################################################################## 

@tenantId = <yourname>.onmicrosoft.com 

@clientId = 8d9ba222-886a-4a5f-xxxx-xxxxxxxxxxxx 

@clientSecret = ikw8Q~bLn0ag4QAMZG9txxxxxxxxxxxxxxxxxxxx 

########################################################################## 

 

########################################################################## 

@baseUri = https://api.businesscentral.dynamics.com 

@scope = {{baseUri}}/.default 

@bcEnvironmentName = Production 

@url = {{baseUri}}/v2.0/{{bcEnvironmentName}}/api/v2.0 

 

### Define entity, like customers, items, or vendors 

@entityName =customers  

 

######################################################################## 

########## This section gets the OAuth token ########################### 

######################################################################## 

# @name auth 

POST https://login.microsoftonline.com/{{tenantId}}/oauth2/v2.0/token 

HTTP/1.1 

Content-type: application/x-www-form-urlencoded 

 

grant_type=client_credentials 

&client_id={{clientId}} 

&client_secret={{clientSecret}} 

&scope={{scope}} 

 

### Variable Response 

@accessHeader = Bearer {{auth.response.body.$.access_token}} 

######################################################################## 

 

######################################################################## 

############### This section gets company id ########################### 

######################################################################## 

# @name GetCompanies 

GET {{url}}/companies HTTP/1.1 

Authorization: {{accessHeader}} 

 

### Variable Response 

@companyId = {{GetCompanies.response.body.value.[1].id}} 

@companyUrl = {{url}}/companies({{companyId}}) 

@displayName = MyItemDisplayName2 

########################################################################## 

 

######################################################################### 

#### Everything from here on are entity (API endpoint) calls ############# 

########################################################################## 

### Get entities 

 



# @name GetEntities 

GET {{companyUrl}}/{{entityName}} HTTP/1.1 

Authorization: {{accessHeader}} 

 

### Get entities 

 

# @name GetEntities 

GET https://api.businesscentral.dynamics.com/v2.0/bb76aa7e-e1ad-4ce4-a803-

e69ef08f5224/Production/ODataV4/Company('Garaventa')/GLMonthlyActivity?$fo

rmat=json 

Authorization: {{accessHeader}} 

 

### Create entity 

 

# @name CreateEntity 

POST {{companyUrl}}/{{entityName}} HTTP/1.1 

Content-Type:  application/json 

Authorization: {{accessHeader}} 

 

{ 

 "displayName" : "{{displayName}}" 

} 

 

### Get created entity 

 

# @name GetCreatedEntity 

GET {{companyUrl}}/{{entityName}}/?$filter=displayName eq 

'{{displayName}}' HTTP/1.1 

Authorization: {{accessHeader}} 

 

#### Variable Response 

@entityId = {{GetCreatedEntity.response.body.value.[0].id}} 

 

### Modify entity 

 

# @name ModifyEntity 

PATCH {{companyUrl}}/{{entityName}}({{entityId}}) 

Authorization: {{accessHeader}} 

Content-Type:  application/json 

If-Match: * 

 

{ 

    "displayName" : "DeleteMe-{{displayName}}" 

} 

 

### Delete entity 

 

# @name DeleteItem 

Delete {{companyUrl}}/{{entityName}}({{entityId}}) 

Authorization: {{accessHeader}} 


