OAuth for Service-to-Service Setup

Azure Active Directory Setup

Opening Active Directory
Navigate to https://portal.azure.com. Then once logged in, click Azure Active Directory

Azure services

The next screen you will see, shows all the main
options for active directory. Mid way down there
should be an option for App Registrations. Click ¥ Preview features

that option. * Diagnose and sclve problems

@ overview

Manage
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https://portal.azure.com/

App Registrations . | App registrations
Once in App registrations, click “New
Registration”. Then enter the display name for
your app.

i Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will contin

All applications ~ Owned applications  Deleted applications

Start play name or application (client) ID ta filter thesarr... * Add filters

Register an application

Name

The only option you may want to change is the
“account type” but all other options can be left as
default. Note: some tutorials/guides show the redirect [
set, | have found it best to leave blank unless there is a
specific need. Once all done filling in the name and
account type, click register.

Clent 1D 1 OAuth_App
en

Now the app is registered (created) in _ e Fdpons T renewess

Active Directory. Copy the “Application ‘: Z‘:I::n i’ Gota second? We would love your feedback on Microsoft identity platform (previ
(client) ID for use later. Think of it as A ntegration assistant Essentials

your username @ Next click the “Cert [ : me

& Secrets” option on the left menu. ® sranding & properties ' oA aRaeet

: 90061aef-66aa-4a0b-8566-a28e995fed81
Authentication
: 6973756a-cf41-4c72-bc57-6d1238e6596¢
¥ Certificates & secrets
ilf Token configuration

API permissions i Welcome to the new and improved App registrations. Looking to learn how it*

. Expose an API

i App roles i Starting June 30th, we will no longer add any new features to Azure Acti

& Owners
i Starting November 9th, 2020 end users will no longer be able to grant consen]

& Roles and administrators

il Manifest GetStarted  Documentation

Support + Troubleshooting

/2 Troubleshooting

& New support request
The Microsoft identi




Certiﬂcates & Secrets ] OAuth_App | Certificates & secrets

You will be brought into the [Poch ] St

section that setups up the secret . :]um,. ot e v recomment o s st Grend o e ey oo roment, S ot
( p a s SWO rd ) fo r t h e a p p a Cce s s : :all‘:‘:gra"o" - i Application registration certif s lerat ttials can be found in the tabs below.

Click “New Client Secret” - B:m.ngmm 7 7

Authentication Certificates ()~ Client secrets (0)  Federated credentials (0)

¥ Centificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Fill in the description and set how -
long before the secret expires. T

# Expose an API

New client secret
Description Expires ® Secret ID
@ Approles No client secrets have been created for this application.
& Owners
& Roles and administrators
W Manifest
support + Troubleshooting
& Troubleshooting

& New support request

Add a client secret

You will have to refresh the secret before the time period end for
the app to continue to have access. The secret should not be hard
coded in the app.

Description [ onuth_access

Expires Recommended: 6 months.
Recommended: 6 months
3 months.
12 months
18 months
24 months

Custom

Once the secret is created, you only have one chance to copy the Value (password) before it will mask it
permanently. Save this with you client id.

Certificates (0} Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

New client secret

Description Value O Secret ID

OAuth_Access 2/29,/2022 Ayr8Q~Fnk8w-u~BxBu9jlsYIX3a0SxV¥sK... [  361590dd-0bf2-4f64-bd63-ead155099fa3




OAuth_App | API permissions

APl Permissions
Next you need to give your app Gserch |« Refresh | /i Gotfeedbac

permissions to access Business % Overview

Central. Select the API permission : :::::::M . Starting November 9th, 2020 end users wil no longer be able to grant consent to newly registered multite
option from the menu on the left. —

Then click Add a permission. e —

Authentication Configured permissions

i’ The "Admin consent required” column shows the default value for an organization. However, user consent

¥ Certificates & secrets Applications are authorized to call APIs when they are granted permissions by uss dmins as part of thg
all the permissions the application neads.
1.1 Token configuration

AP| permissions Add a permission Grant admin consent for Extending Dynamics
@ Expose an API API / Permissions name Description

i Approles
& Owners Delegated  Sign in and read user profile
& Roles and administrators

W Manifest To view and manage permissions and user consent, try
Support + Troubleshooting

Troubleshooting

& New support request

Request API permissions

Select an APl

Select Business Central Mook A APk oy cmpmizsicn s My Ao

Commonly used Microsoft APIs

@ Microsoft Graph
Tok

Anure Devops @ o Koy v P —
p

Data Export Service for i, Dynamics 365 Business
Micrasoft Dynamics 265 v Contral

Central

Dynamics CRM Office 365 Management APis

of CRM business

Request APl permissions

Then pick Application
permission.

Dynamics 365 Business Central

https://dynamics.microsoft.com/business-centralfoverview/

What type of permissions does your application require?

Delegated permissions. Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.




Request APl permissions

The next screen allows you
to seleCt What In BC the app % https://dynamics.microsoft.com/business-central/overview/

haS pe rm iSSiO ns to. What type of permissions does your application require?

Dynamics 365 Business Central

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions

Permission Admin consent required

v Other permissions

app_access

Access according to the application’s permissions in Dynamics 365 Business Central
N API(T)

APl ReadWrite. All ()

Select the bottom 2 option, ST
API.ReadWrite.All and e
Automation.ReadWrite.All.

Automation.Readwrite.All ()
Full access to automation

Then click Add permissions
at the bottom

OAuth_App | API permissions

Grant Admin
Consent

Next click grant
admin consent

his will update a his appl has to match what s listed below.

Add 3 permission . Grant admin consent for Extending Dynamics

AP1 / Permissions name Type Description Admin consent requ... Status

To view and manag




Your screen should now look like this.

OAuth_App | APl permissions

Got feedback?
S fully granted admin consent for the requested permissions.

& Quickst;
#  Integration ass|

Manage Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishe;
 Branding & properties

P T i The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the val
¥ Cenificate
§ Configured permissions
1.1 Token configuration
Applications are authorized to call APIs when they are granted permissions by uss dmins as part of the consent process. The list of configured permissions should include
API permissions all the permissions the application needs.
@ Expose an API . - 3
Add a permission Grant admin consent for Extending

App roles
API / Permissions name Type Description Admin consent requ...

Oowners

Application  Full access to web services API # Granted for Extending D,
B Manifest
Application  Full access to automation 5 ¥ Granted for Extending D,

Support + Troubleshooting
] Delegated  Sign in and read user profile N @ Granted for Extending D

& New support request

To view and manage permissions and user consent,

This completes the Active Directory Setup for OAuth. At this point you have only allowed access to your
tenant, not access into Business Central. The next part will take you through the steps necessary to
allow access into the application. To setup this part, you will need to be a licensed Business Central
user.



Business Central Setup

Azure Active Directory Applications
Open BC and search for Azure Active Directory Applications

Dynamics 365 Business Central

CRONUS USA, Inc. Finang

Customers Vendors Items B

X This is a sandbox environment forl

Get started
Hi, meet BL
Central!

You're all set to try out our de
explore on your own, or take:

Tell me what you want to do S X

‘Azure

Go to Pages and Tasks

> Azure Active Directory Applications Administration D

Get from Microsoft AppSource Show all (17)

(= APP365 - Export Invoices Orders to Azure Storage
Export Invoices and Orders PDF into Azure Storage

B BeyondCloudConnector
The smart solution for storing files in the cloud (SharePoint, Azure Files and Azure BLOB)

W) Advania Azure Attachment Storage
External Attachment storage for Microsoft Dynamics 365 Business Central

Documentation

I
NeW OAuth App Con ﬂeCtIOﬂ Azure Active Directory Applications
You should see a list of all App O Search [ERNEN 1ianoge

that have been setup
previously. Click New.

You should see this
screen. Fill in the Client
ID with the value from
the previous steps in
Azure Active Directory
App Registration. Also fill
in a description for
display in BC.

Client ID Description

(There is nothing to show in this view)

OAuth App Connection

g? Grant Consent

Sandbox /

|
u}
"

&
<
]

State

General

Client ID ‘ {8d9ba222-886a-4a5f-af15-d3f8z Extension

Description ‘OAuth App Connection ‘ App ID |{00000000'0000'0000'0000' B |
State ‘ Disabled v ‘ App Name | |

User information
Contact Information ‘ ‘

User ID

User Name

{00000000-0000-0000-0000-00...



Next select enabled and answer yes for it to create a _
A user named OAuth App Connection will be created. Do you

user. want to continue?

“ Yes || | No |
Your connection
page should now # Grant Consent
look like this.
General
Client ID {8d9ba222-886a-4a5f-af15-d3f... Extension
Description OAuth App Connection App ID QU =T
State Enabled v App Name
Contact Information User information
User ID 116fb8059-d029-4880-3120-ab...
User Name OAUTH APP CONNECTION

‘You must set the State field to Disabled before you can ma...

Permissions

Setup the users groups for permissions in BC. The following 3 are all you should need for full
permissions. DO NOT ADD SUPER or this will not all the connection to work. If you want to allow more
access than just one company, clear the value in company name.

OAuth App Connection

*-u- Grant Consent

General >
User Groups Manage ® B
Code T MName Company Name T
D365 AUTOMATION Dynamics 365 Automation CROMUS USA, Inc.
— | D365 EXTENSION MGT Dynamics 365 Extension management CROMUS USA, Inc.
D365 FULL ACCESS Dynamics 365 Full access CROMUS USA, Inc.

All setups should be complete now for the app to access BC APIs using the client id and secret for OAuth.
Outside access using the token and secret create will now allow use of the standard and custom APIs.
To test the OAuth was created correctly, please read through the next section and test an API.



Testing the setup worked

Now that the setup is complete you will need to verify it all works. You can use what ever feel most
comfortable with using the reference urls below

API| Reference
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-
itpro/administration/automation-apis-using-s2s-authentication

https://github.com/microsoft/BCTech/tree/master/samples/VSCRestClientOAuthBCAccess

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-
reference/v2.0/resources/dynamics customer

VSCOde @ EXPLORER

v OAUTHSAMPLE

If you don’t have a familiar tool VSCode can easily be used and
installed. After downloading and installing VSCode, open the
application

VScode Rest Client extension — REST Client

Install the Rest Client extension for API calls B2} ResT clent for Visal Stdo .. REST
Huachao Mao ] Client
from a plain text file. g Somerorfor W
RE;TA‘PI
Details  Featu
REST Client
Open in Visual Studio Code () Node C1 [passing] chat [SRIGIEEH

Vs Marketplace N0125:3)| downloads (15370707 installs (2759564

end HTTP request and view the response in

se run HTTP request in editor and viev
Instal yntax highlight

Once installed then open a folder and create a new .rest file or use the example below

EXPLORER = TestOAuthConnection.rest X

~ ODAUTHSAMPLE BEDLD&H thConnection.rest

= TestOAuthConnection.rest



https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/automation-apis-using-s2s-authentication
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/administration/automation-apis-using-s2s-authentication
https://github.com/microsoft/BCTech/tree/master/samples/VSCRestClientOAuthBCAccess
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/resources/dynamics_customer
https://learn.microsoft.com/en-us/dynamics365/business-central/dev-itpro/api-reference/v2.0/resources/dynamics_customer

Sample BC OAuth Rest file for VScode

]

TestOAuthConnecti
on.rest

How to use Rest file for VScode

Update the file with your tenant, client id, and secret you obtained from the pervious steps. Once

entered you can attempt to get the token.

Getting the token
Click “Send Request”
below line 20

@name auth

If the azure active directory setup was successful then you should
have received a response 200 with a token.

HTTP/1.1 0K
: no-store, no-cache
no-cache
: application/json; charset=

: -1
I max-age
08@; includeSubDomains
: nosniff
: CP="DSP CUR OTPi IND OTRi ONL FIN"

: d522f69a-c696-4342-8f51
-5cBebc866dee

: 2.1.13777.5 - WUS2 Pro
dSlices

H
: fpc=ApBiTIg6rgxHgNKjJsnY2Ewh
WGMJAQAAAHIQxO00AAAA; expires=Sat, 29-0c
t-20822 51 GMT; path=/; secure; Htt
pOnly; SameSite=None,x-ms-gateway-slice=
estsfd; path=/; secure; samesite=none; h

ttponly, stsservicecookie=estsfd; path=/;




Getting company id
Next you need to get
the company id for
using in an API call
later. Click the “Send
Request” below linw
37. This will use the
token obtained
earlier and get the
list of available
companies.

1}/ companies

If you do not get another response of 200, then check
your Business Central setup.

Getting an entity (Customer API)

HTTP/1.1 2
: chunked
: application/json; o
tadata=minimal; odata.streaming=
arset=utf-8
: gzip
: Accept-Encoding
: Microsoft-HTTPAPI/2.0@

Requested-With, Authorization

: Da
tent-Length, Server, OData-Versiol
orrelation-x

: 65e25ee3-522b-44e3-87(
dedbadie

"value™: [
I
L
“ides

“displayName
"businessProfileld
"systemCreatedAt™
"systemCreatedBy":

temModifiedAt™
temModifiedBy":

5
5

5
5

y
y

You can proceed calling any APl endpoint, in this example we call the customers api. Click the “Send
Request” below linw 37. This will use the token and the first company obtained earlier to get the list of

customers.

HTTP/1.1

“value™: [

0K

: applicati.
etadata=minimal; odata. -
=utf-8

:ogzip T

: Accept-Encoding
: Microsoft-HTTPA .
C

-Requested-With, Author "country
“postalCode
“phoneNumber
“email™
"websit

“salespersonCo
“balanceDue

Following all the previous steps you can be sure the

“creditlimit™

authorization setup was completed. Thank you for ;t ‘Aiah;_‘
axAareald
reading. “taxAreaDisplayName"

"taxRegistrationNumber



Sample Code from File

FHEH A H A A S
#H#########4+ Enter your information in this section

FHEH S H A A A S S
@tenantId = <yourname>.onmicrosoft.com

@QclientId = 8d9%pa222-886a-4a5f-XXXX—XXXXXXXXXXXX

@clientSecret = ikw8Q~bLn0ag4QAMZGItXXXXXXXXXXXXXKXXXXXXX

FHEH A R A R R R A R A

FhAH A R A S
@baseUri = https://api.businesscentral.dynamics.com

@scope = {{baseUri}}/.default

@bcEnvironmentName = Production

@url = {{baseUri}}/v2.0/{{bcEnvironmentName}}/api/v2.0

### Define entity, like customers, items, or vendors
@entityName =customers

FHAFHHH AR HHH AR
#HH4###4H#ESF This section gets the OAuth token #####H####HFHFHFEFHFHESEHLS
FhAFHHH AR HHH AR R R A
# @name auth

POST https://login.microsoftonline.com/{{tenantId}}/ocauth2/v2.0/token
HTTP/1.1

Content-type: application/x-www-form-urlencoded

grant type=client credentials
&client id={{clientId}}

&client secret={{clientSecret}}
&scope={ {scope}}

### Variable Response
@accessHeader = Bearer {{auth.response.body.$.access token}}
FHA A AR R A R R

FHEH A A A A A A A A A
FH4H#HHH#EH#EES This section gets company id ########4F4HFFH4FHHFFEESEES
FHEH A A A A A A A 4
# Qname GetCompanies

GET {{url}}/companies HTTP/1.1

Authorization: {{accessHeader}}

#4## Variable Response

@companyId = {{GetCompanies.response.body.value.[1l].id}}

@companyUrl = {{url}}/companies ({{companyId}})

@displayName = MyItemDisplayName?2

FHEH A A A A A A A o 4

FHAFHHHHH AR A A AR AR A A AR AR AR AR H A

#### Everything from here on are entity (API endpoint) calls #######FFH###
FHAHHHHH AR AR A AR A H A AR AR AR AR
### Get entities



# @name GetEntities
GET {{companyUrl}}/{{entityName}} HTTP/1.1
Authorization: {{accessHeader}}

### Get entities

# @name GetEntities

GET https://api.businesscentral.dynamics.com/v2.0/bb76aa7’/e-elad-4ced-a803-
e69ef08f5224/Production/ODataVv4/Company ('Garaventa') /GLMonthlyActivity?$fo
rmat=7json

Authorization: {{accessHeader}}

### Create entity

# @name CreateEntity

POST {{companyUrl}}/{{entityName}} HTTP/1.1
Content-Type: application/Jjson
Authorization: {{accessHeader}}

{
"displayName" : "{{displayName}}"
}

### Get created entity

# @name GetCreatedEntity

GET {{companyUrl}}/{{entityName}}/?S$filter=displayName eq
'{{displayName}}' HTTP/1.1

Authorization: {{accessHeader}}

#### Variable Response
@entityId = {{GetCreatedEntity.response.body.value.[0].1id}}

### Modify entity

# @name ModifyEntity

PATCH {{companyUrl}}/{{entityName}} ({{entityId}})
Authorization: {{accessHeader}}

Content-Type: application/Jjson

If-Match: *

{
"displayName" : "DeleteMe-{{displayName}}"

}
### Delete entity
# Q@name Deleteltem

Delete {{companyUrl}}/{{entityName}} ({{entityId}})
Authorization: {{accessHeader}}



